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Quest for a perfect cipher
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KEY DISTRIBUTION PROBLEM



Privacy amplification 

Raw key

Eve knowledgeEve’s uncertainty 

𝛿 secure key



But how much does Eve know? 
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Randomness – objective or subjective? 



Beyond rational domain 

Science by its own nature is causal
Chance = break of causality
Hence chance cannot be studied by science

Aristotle 384–322 BC



But if you are a rational gambler…

PROBABILITY
Liber de Ludo Aleae

COMPLEX NUMBERS
Ars Magna

1501-1576

Girolamo Cardano



How to understand probability?

To measure probability find equally 
probable 

cases and count them 



And then came Kolmogorov…

Probability is a non-negative number

Probability that something happens is 1

Probabilities of exclusive events add up



It’s all very well, except that…



…Nature ignores additivity axiom

Whenever an event can occur in several mutually exclusive ways, the probability for 
the event is the sum of the probabilities for each way considered separately.



Quantum randomness seems to be different



The story of worry 



Enter John Bell 

year 1964

Hmmmmmm…..

It is a testable proposition…



Bell’s inequalities…

One of these terms is 0 and the other is ± 2

A1,A2
B1,B2S = A1 B1 + B2( ) + A2 B1 - B2( )

S = ±2 -2 £ S £ 2hence



Berkeley (1972) 

John Clauser



Institut d’Optique d’Orsay (1982) 

Et voilà!
𝑺 > 𝟐

Alain Aspect and his quantum magic
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Quantum cryptography

Device independence etc



The story of worry 

“…If without any way disturbing a system, we can predict with certainty the 
value of a physical quantity then there exists an element of physical reality 

corresponding to this physical quantity…”   

DEFINITION  OF EAVESDROPPING



Less reality more security

PHOTONS DO NOT CARRY PREDETERMINED VALUES OF POLARIZATIONS

IF THE VALUES DID NOT EXIST PRIOR TO MEASUREMENTS  THEY 

WERE NOT AVAILABLE TO ANYBODY INCLUDING EAVESDROPPERS

TESTING FOR THE VIOLATION OF 

BELL’S INEQUALITIES
TESTING FOR EAVESDROPPING=

A. Ekert 1991



Parametric down conversion

Entangled photons

Polarizing filters 

& photodetectors

Optical fibers

Polarizing filters 

& photodetectors

DRA MALVERN – OXFORD 1991

And all this can be demonstrated…



You need some mathematical gymnastics 

Pironio et al 2010, Masanes et al 2011

Extractors 

Secret key 
Eve distributes the key!  

Quantum Asymptotic Equipartition Property

M. Tomamichel et al (2009) IDD CASE



(Maximal) violation of Bell’s inequalities is rigid



At the mercy of Eve

Courtesy Rotem Arnon-Friedman



EAT your key to make it secure   

Entropy Accumulation Theorem (EAT) allows us 
to reduce arbitrary strategies to i.i.d. strategies 
and enables simple device- ​independent security 
proofs.

Rotem Arnon-​Friedman, Renato Renner and Thomas Vidick. 
Simple and tight device-​independent security proofs. 
SIAM J. Comput. 48, 181 (2019). doi: 10.1137/18M1174726

https://doi.org/10.1137/18M1174726


And this is for real…

It is because of quantum crypto
we still keep testing Bell 
inequalities…

95884 secret bits in 8 hours



Nobel 2022



End of worries?

You need perfect randomness, right ?



Einstein again - connections to relativity 

Random event, their past and their future



Many open questions

EPR VISION OF REALITY IS TOO SIMPLISTIC

SECURITY AND RANDOMNESS IN THE MULTIVERSE



In the superdeterministic world 

the notion of privacy or 

security makes no sense… 



The sky's the limit!

From Oxford in 1991… …to China in 2019



KEY DISTRIBUTION 
PROBLEM

PUBLIC KEY SYSTEMS QUANTUM CRYPTO

RSA

Lattices

Elliptic 
Curves

BB84

E91
DEVICE 

INDEPENDENT

ONE TIME PAD

Quest for perfect secrecy

…

…

Go around Fix it

Quantum Resistant

Make sure you 
know what you are 

doing!



Post-quantum:  there is still room for improvement
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