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Spoiler — two narratives
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Quest for a perfect cipher
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One-time pad

message (0|1(1|1{0(1{0/0|1(1
key (0(1(0(1(1(1(0(0(1(0

cryptogram (0(0(1(0({1({0({0(0|0(1 =N
L@ <@ /\/\
N
0/0(1/0{1(0]/0[0|0|1| ====——p |0|0|1|0|1|0|0|0|0O(1| | [B°E]
=1

P

0/{0|1{0|1(0(0|0(0|1| cryptogram
0(1/0/1|1{1|0({0(1|0| key
0(1{1|1(/0({1{0|0|1|1| message
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Privacy amplification

Raw key

Hpin(X|E)

Eve’s uncertainty Eve knowledge
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6 secure key
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But how much does Eve know?
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The other narrative
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Randomness — objective or subjective?

EPICURUS DEMOCRITUS
(300 BC) (400 BC)

atoms swerve at
random along
their paths
OBIJECTIVE " " ” ) SUBJECTIVE

atoms follow
predetermined paths




Beyond rational domain
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Aristotle 384—-322 BC

Science by its own nature is causal
Chance = break of causality
Hence chance cannot be studied by science



But if you are a rational gambler...
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How to understand probability?

OBJECTIVE
FREQUENCIES

SUBJECTIVE
LACK OF KNOWLEDGE

To measure probability find equally
probable
cases and count them

no. of cases in which A occurs

Pr(A) =
r(4) total no. of cases

SUBJECTIVE
PERSONAL BELIEFS

OBJECTIVE
PROPENSITIES!



And then came Kolmogorov...

ERGEBNISSE DER MATHEMATIK
UND IHRER GRENZGEBIETE

HERAUSGEGEBEN VON DER SCHRIFTLEITUNG
DES
»ZENTRALBLATT FUR MATHEMATIK“

ZWEITER BAND
3

GRUNDBEGRIFFE DER
WAHRSCHEINLICHKEITS-
RECHNUNG

VON

A. KOLMOGOROFF
| DON’T CARE!

PROBABILITY IS ANYTHING THAT

SATIFIES MY AXIOMS
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Probabilit IS a non—negativenumber
e iy Probability that something happensis 1

VERLAG VON JULIUS SPRINGER

o Probabilities of exclusive events add u




It’s all very well, except that...




...Nature ignores additivity axiom

Whenever an event can occur in several mutually exclusive ways, the probability for
the event is the sum of the probabilities for each way considered separately.

D1

p=p1+p2

D2




Quantum randomness seems to be different




The story of worry

MAY 15, 1935

PHYSICAL REVIEW

VOLUME 47

Can Quantum-Mechanical Description of Physical Reality Be Considered Complete?

A, Einsteiy, B, Povotsky axp N, Rosex, Institule for Advanced Study, Princeton, New Jersey
(Received March 25, 1935)

In a complete theory there is an element corresponding
to each element of reality. A sufficient condition for the
reality of a physical quantity is the possibility of predicting
it with certainty, without disturbing the system. In
quantum mechanics in the case of two physical quantities
described by non-commuting operators, the knowledge of
one preciudes the knowledge of the other. Then either (1)
the description of reality given by the wave function in

1.

ANY serious consideration of a physical
theory must take into account the dis-
tinction between the objective reality, which is
independent of any theory, and the physical
concepts with which the theory operates. These
concepts are intended to correspond with the
objective reality, and by means of these concepts
we picture this reality to ourselves.

In attempting to judge the’ success of a
physical theory, we may ask ourselves two ques-
tions : (1} “Is the theory correct?’ and (2} “Is
the description given by the theory complete ?"
It is only in the case in which positive answers
may be given to both of these questions, that the
concepts of the theory may be said to be satis-
factory. The correctness of the theory is judged
by the degree of agreement between the con-
clusions of the theory and human experience.
This experience, which alone enables us to make
inferences about reality, in physics takes the
form of experiment and measurement. It is the
second question that we wish to consider here, as
applied to quantum mechanics.

quanium mechanics is not complete or (2) these two
quantities cannot have simultaneous reality. Consideration
of the problem of making predictions concerning a system
on the basis of measurements made on another system that
had previously interacted with it leads to the result that if
(1) is false then (2) is also false. One is thus led to conclude
that the description of reality as given by a wave function
is not complete.

Whatever the meaning assigned to the term
complete, the following reguirement for a com-
plete theory seems to be a necessary one: every
element of the physical reality must have o counler-
part in the physical theory., We shall call this the
condition of completeness. The second question
is thus easily answered, as soon as we are able to
decide what are the elements of the physieal
reality. ;

The elements of the physical reality cannot
be determined by & priori philosophical con-
siderations, but must be found by an appeal to
results of experiments and measurements. A
comprehensive definition of reality is, however,
unnecessary for our purpose. We shall be satisfied
with the following criterion, which we regard as
reasonable. If, without in any way disturbing a
sysiem, we cam predict with certainty (ie., with
probabilily equal lo unity) the value of a physical
quantity, then there exists an element of physical
reality corresponding io this physical quantity. It
seems to us that this eriterion, while far from
exhausting all possible ways of recognizing a
physical reality, at least provides us with one




Enter John Bell

Hmmmmmm.....
It is a testable proposition...

year 1964



Bell’s inequalities...

S

= 4,(B,+B,)+ 4,(B, - B,
N/

One of these terms is 0 and the otheris * 2

S=+2 hence -2£ <S> £ 2



John Clauser

Berkeley (1972)



Alain Aspect and his quantum magic
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Fusion

quantum entanglement

CHSH inequality
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Quantum cryptography

PHYSICAL REVIEW
LETTERS

Vouuse 67 5 AUGUST 1991
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Quantum Cryptography Based on Bell’s Theorem

Artur K. Ekert
Mertan College and Physics Depariment, Oxford Universicy. Oxford OX1 3PU. Unired Kingdom
(Received 18 April 1991

Practical application of the generalized Bell's theorem in the so-called key distribution process in cryp-
tography is reported. The proposed scheme s hased on the Bohm’s version of the Einstein-Podolsky-
. v

TR

STEVEN WIESNER
1970

CHARLES H. BENNETT

EOGraphic phesmmens unachieveable wAth iraditionsl
Cramseissico mecia, co0 s v

QUANTUN CRYPTOGRADHY , PUBLIC KEY DISTRISUTION AMD COIN 085IwG

char: enete (3 reh, Yorkiown meights NY 10598 uaA
Gillex Brassard (dept. 1RO, Umiv, e Montread, HIC 37 Canaia)

Mhen elementary quastus wystems, wich as polarited  + pranciple inpossidle to cosnterfeit, and
Photons, are uaed to tranamit dic fornaticn, ing two or three messases in B & v
She uncartainty PrARCIPLe Gives Tise to ROvel CrYP- one dewtroys the others. More recentiy feace

Quantus coding has been ssed in conjmction with

/

Submitted to TEEE. Inform

This phpme treats i class

saRtrictiore «

pringi

results are given.

paper will show that in

mnalogue iR communicatl

elassioal p:vu]ua.

antun meshanics allows ue novel Torme

ion Theory  =e 1D | afin ,,.&n:'.!\ri
i Suzln-rl Hews |E".f']"l-¢? L1923} ';f‘

codes made R le by eo-

& unceztainty

v measuCAfEiT TElstad

Two coacrete smamalas and seme general

canjugate coling

grephen Wissnes

Colunbia Univers
Dapartpent o

sle imposes restrictions on the -

on enanpels.  This

£ comMinlicat

sEnengatios for this “"guenton noise”.

coding witheut

gn channels adegaataly dosceibad by

fem. Before | proceed any fur-
some basic notions of cryplog-

 a ceyplotext depended on the
crypling and decrypling pro-
e use ciphers for which the al-
d decrypting could be revealed
comising the security of a par-
ch ciphers a set of specific pa-
upplicd together with the plain-
rypting algorithm, and together
b input o the decrypting algo-
nd decrypting algorithms are
Lecurity of the cryptogram de-
recy of the key, and this key,
may consist of any randomly
ing of bits. Once the key is es-
fnmunication involves sending
channel which is vulnerable (o
(e.g.. public announcement in
order to establish the key, two
infarmation initially, must at a

per
might be from &
any classical
ea, without the legitim
ivesdropping has taken place.
channels [31. In the following
nnel which distributes the key

661

* posencch Supportsd in part by th

& Kational Soisnce Foundation.

GILLES BERASSARD

1984

ARTUR EKERT
19291

ENTAMGLEMENT
BASED

PREPARE &
MEASURE

SECURITY PROOFS

EXPERIMENTS
PROTOTYPES
PRODUCTS

Device independence etc



The story of worry
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Can Quantum-Mechanical Description of Physical Reality Be Considered Complete?

A, Einsteiy, B, Povotsky axp N, Rosex, Institule for Advanced Study, Princeton, New Jersey
(Received March 25, 1935)

In a complete theory there is an element corresponding
to each element of reality. A sufficient condition for the
reality of a physical quantity is the possibility of predicting
it with certainty, without disturbing the system. In
quantum mechanics in the case of two physical quantities
described by non-commuting operators, the knowledge of
one preciudes the knowledge of the other. Then either (1)
the description of reality given by the wave function in

1.

ANY serious consideration of a physical
theory must take into account the dis-
tinction between the objective reality, which is
i ical

quanium mechanics is not complete or (2) these two
quantities cannot have simultaneous reality. Consideration
of the problem of making predictions concerning a system
on the basis of measurements made on another system that
had previously interacted with it leads to the result that if
(1) is false then (2) is also false. One is thus led to conclude
that the description of reality as given by a wave function
is not complete.

Whatever the meaning assigned to the term
complete, the following reguirement for a com-
plete theory seems to be a necessary one: every
element of the physical reality must have o counler-
part in the bhysical theory, We shall call this the

ItTE only I Lhe CASe 1N WHICH POSILIVe answers
may be given to both of these questions, that the
concepts of the theory may be said to be satis-
factory. The correctness of the theory is judged
by the degree of agreement between the con-
clusions of the theory and human experience.
This experience, which alone enables us to make
inferences about reality, in physics takes the
form of experiment and measurement. It is the
second question that we wish to consider here, as
applied to quantum mechanics.

QI ene e U Ol OF TemrtyY 13, owever,

unnecessary for our purpose. We shall be satisfied
with the following criterion, which we regard as

system, we cam predict with certainty (ie., with
probabilily equal lo unity) the value of a physical

quantity, then there exisis an element of physical
reality corresponding lo this physical guantity, It

exhausting all possible ways of recognizing a
physical reality, at least provides us with one

DEFINITION OF EAVESDROPPING

e

e

“...If without any way disturbing a system, we can predict with certainty the
value of a physical quantity then there exists an element of physical reality
corresponding to this physical quantity...”




Less reality more security

ALICE BOB
N’

PHOTONS DO NOT CARRY PREDETERMINED VALUES OF POLARIZATIONS

IF THE VALUES DID NOT EXIST PRIOR TO MEASUREMENTS THEY
WERE NOT AVAILABLE TO ANYBODY INCLUDING EAVESDROPPERS

TESTING FOR THE VIOLATION OF  _
BELL’S INEQUALITIES = TESTING FOR EAVESDROPPING

A. Ekert 1991



And all this can be demonstrated...

Parametric down conversion

Entangled photqgs

f®\

ALIGE

Polarlzmg filters
& photodetectors

y X b '

\\

: | DRA MALVER& OXFORD 1991

Polarizing filters
& photodetectors



You need some mathematical gymnastics

Eve uses the same strategy in each round, i
independently of all other rounds 0s Pironio et a|2010, Masanes et al 2011
0 & —P L 06
M S o
OABE =
0.2
S LT 0.78 0.8 0.82 0.84
w=(54+4)/8
. (AIE >nH((AIE —c n, Quantum Asymptotic Equipartition Property
mln( | )p — ( ‘ )a 5\/7 M. Tomamichel et al (2009) IDD CASE
Extractors

Eve distributes the key!

Secret key



(Maximal) violation of Bell’s inequalities is rigid

‘Sl = ‘AlBll + |A1.le + |A2.Bl| — |A2.Bg| = 2\/5




At the mercy of Eve

] o [

Z/X ’ Z/X

Device-independent

-, —

Eve

Courtesy Rotem Arnon-Friedman



EAT your key to make it secure

General device

X, 9, X, Gy X, 4y Xy Ay X s
A /
l
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Entropy Accumulation Theorem (EAT) allows us
to reduce arbitrary strategies to i.i.d. strategies
and enables simple device-independent security
proofs.

Rotem Arnon-Friedman, Renato Renner and Thomas Vidick.
Simple and tight device-independent security proofs.
SIAM J. Comput. 48, 181 (2019). doi: 10.1137/18M 1174726



https://doi.org/10.1137/18M1174726

And this is for real...

Article 95884 secret bits in 8 hours

Experimental quantumkey distribution
certified by Bell'stheorem

It is because of quantum crypto
we still keep testing Bell
inequalities...
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Quantum Key Distribution Article

Wen-Zhao Liu, Yu-Zhe Zhang, Yi-Zheng Zhen, Ming AdEVice-independel‘lt quantum key
o o . distribution system for distant users

Phys. Rev. Lett. 129, 050502 — Published 27 July 2!

e
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https://doi.org/10.1038/541586-022-04891-y  Wei Zhang'*®, Tim van Leent"*®, Kai Redeker'**, Robert Garthoff'**, René Schwonnek®*,
Florian Fertig'?, Sebastian Eppelt'?, Wenjamin Rosenfeld'?, Valerio Scarani®®,
Charles C.-W. Lim***™ & Harald Weinfurter'*’*

Received: 8 October 2021
Accepted: 20 May 2022
Published online: 27 July 2022

Device-independent quantum key distribution (DIQKD) enables the generation of
Openaccess secretkeys over an untrusted channel using uncharacterized and potentially

M Check for updates untrusted devices"”, The proper and secure functioning of the devices can be certified
byastatistical test using a Bell inequality’® "2, This test originates from the
foundations of quantum physics and also ensures robustness against |mplementat|on
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Nobel 2022




End of worries?

You need perfect randomness, right ?



Einstein again - connections to relativity

The open access journal at the forefront of physics
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Random event, their past and their future



Many open questions

SECURITY AND RANDOMNESS IN THE MULTIVERSE



In the superdeterministic world A
the notion of privacy or |
security makes no sense...




The sky's the limit!

Nanshan

From Oxford in 1991... ...to China in 2019
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Quest for perfect secrecy
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Post-quantum: there is still room for improvement
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Abstract
This work intraduces new key recavery attacks against the Rainbow signature scheme, which
Abstract is one of the three finalist signature schemes still in the NIST Post-Quantum Cryptography
. . standardization project. The new attacks outperform previously known attacks for all the
:\'hmy of the leadmg pobt-quaqtmn I(Iey exchamge and signature S.Chem?S rely on 1.’.]19 parameter sets submitted to NIST and make a key-recovery practical for the SL 1 parameters.
conjectured hardness of the Learning With Errors (LWE) and Learning With Rounding Concretely, given a Rainbow public key for the SL 1 parameters of the second-round
(LWR) problems and their algebraic variants, including 3 of the 6 finalists in NIST’s submission, our attack returns the corresponding secret key after on average 53 hours (one
PQC process. The best known cryptanalysis techniques against these problems are weekend) of computation time on a standard laptop.
primal and dual lattice attacks, where dual attacks are generally considered less prac-
tical.
In this report, we present several algorithmic improvements to the dual lattice
attack, which allow it to exceed the efficiency of primal attacks. In the improved attack,
we enumerate over more coordinates of the secret and use an improved distinguisher
based on FFT. In addition, we incorporate improvements to the estimates of the cost
of performine « lattinn cimm fn thn BAM madal sadinine tho cobo aeé of snedoe. _
produet « Cryptology ePrint Archive
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aber an
olds defir

PETER CAMPBELL, MICHAEL GROVES AND DAN SHEPHERD

CESG, Cheltenham, UK Paper 2022/975
An efficient key recovery attack on SIDH (preliminary
1. INTRODUCTION version)

Wouter Castryck, KU Leuven
Thomas Decru, KU Leuven

The SOLILOQUY primitive, first proposed by the third author in 2007,

based on cyclic lattices. It has very good efficiency properties, both Abstract

terms of public key size and the speed of encryption and decryption. The We present an efficient key recovery attack on the Supersingular Isogeny Diffie-Hellman
are Stralghtforwa.rd te(lhnlques for turning SOLILOQUY into a ke'y exchan protocol (SIDH), based on a "glue-and-split" theorem due to Kani. Our attack exploits the
or other public-key protocols. Despite these properties, we abandoned ; existence of a small non-scalar endomorphism on the starting curve, and it also relies on the

auxiliary torsion point information that Alice and Bob share during the protocol. Our Magma
implementation breaks the instantiation SIKEp434, which aims at security level 1 of the Post-
Quantum Cryptography standardization process currently ran by NIST, in about one hour on a
single core. This is a preliminary version of a longer article in preparation.

search on SOLILOQUY after developing (2010 to 2013) a reasonably effici
quantum attack on the primitive. A similar quantum algorithm has been
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